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FOREWORD







The phrase most often heard at Immunity is probably, "Is it done yet?" Common parlance usually goes something like this: "I'm starting work on the new ELF importer for Immunity Debugger." Slight pause. "Is it done yet?" or "I just found a bug in Internet Explorer!" And then, "Is the exploit done yet?" It's this rapid pace of development, modification, and creation that makes Python the perfect choice for your next security project, be it building a special decompiler or an entire debugger.

I find it dizzying sometimes to walk into Ace Hardware here in South Beach and walk down the hammer aisle. There are around 50 different kinds on display, arranged in neat rows in the tiny store. Each one has some minor but extremely important difference from the next. I'm not enough of a handyman to know what the ideal use for each device is, but the same principle holds when creating security tools. Especially when working on web or custom-built apps, each assessment is going to require some kind of specialized "hammer." Being able to throw together something that hooks the SQL API has saved an Immunity team on more than one occasion. But of course, this doesn't just apply to assessments. Once you can hook the SQL API, you can easily write a tool to do anomaly detection against SQL queries, providing your organization with a quick fix against a persistent attacker.

Everyone knows that it's pretty hard to get your security researchers to work as part of a team. Most security researchers, when faced with any sort of problem, would like to first rebuild the library they are going to use to attack the problem. Let's say it's a vulnerability in an SSL daemon of some kind. It's very likely that your researcher is going to want to start by building an SSL client, from scratch, because "the SSL library I found was ugly."

You need to avoid this at all costs. The reality is that the SSL library is not ugly—it just wasn't written in that particular researcher's particular style. Being able to dive into a big block of code, find a problem, and fix it is the key to having a working SSL library in time for you to write an exploit while it still has some meaning. And being able to have your security researchers work as a team is the key to making the kinds of progress you require. One Python-enabled security researcher is a powerful thing, much as one Ruby-enabled one is. The difference is the ability of the Pythonistas to work together, use old source code without rewriting it, and otherwise operate as a functioning superorganism. That ant colony in your kitchen has about the same mass as an octopus, but it's much more annoying to try to kill!

And here, of course, is where this book helps you. You probably already have tools to do some of what you want to do. You say, "I've got Visual Studio. It has a debugger. I don't need to write my own specialized debugger." Or, "Doesn't WinDbg have a plug-in interface?" And the answer is yes, of course WinDbg has a plug-in interface, and you can use that API to slowly put together something useful. But then one day you'll say, "Heck, this would be a lot better if I could connect it to 5,000 other people using WinDbg and we could correlate our results." And if you're using Python, it takes about 100 lines of code for both an XML-RPC client and a server, and now everyone is synchronized and working off the same page.

Because hacking is not reverse engineering—your goal is not to come up with the original source code for the application. Your goal is to have a greater understanding of the program or system than the people who built it. Once you have that understanding, no matter what the form, you will be able to penetrate the program and get to the juicy exploits inside. This means that you're going to become an expert at visualization, remote synchronization, graph theory, linear equation solving, statistical analysis techniques, and a whole host of other things. Immunity's decision regarding this has been to standardize entirely on Python, so every time we write a graph algorithm, it can be used across all of our tools.

In Chapter
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INTRODUCTION







I learned Python specifically for hacking—and I'd venture to say that's a true statement for a lot of other folks, too. I spent a great deal of time hunting around for a language that was well suited for hacking and reverse engineering, and a few years ago it became very apparent that Python was becoming the natural leader in the hacking-programming-language department. The tricky part was the fact that there was no real manual on how to use Python for a variety of hacking tasks. You had to dig through forum posts and man pages and typically spend quite a bit of time stepping through code to get it to work right. This book aims to fill that gap by giving you a whirlwind tour of how to use Python for hacking and reverse engineering in a variety of ways.

The book is designed to allow you to learn some theory behind most hacking tools and techniques, including debuggers, backdoors, fuzzers, emulators, and code injection, while providing you some insight into how prebuilt Python tools can be harnessed when a custom solution isn't needed. You'll learn not only how to use Python-based tools but how to build tools in Python. But be forewarned, this is not an exhaustive reference! There are many, many infosec (information security) tools written in Python that I did not cover. However, this book will allow you to translate a lot of the same skills across applications so that you can use, debug, extend, and customize any Python tool of your choice.

There are a couple of ways you can progress through this book. If you are new to Python or to building hacking tools, then you should read the book front to back, in order. You'll learn some necessary theory, program oodles of Python code, and have a solid grasp of how to tackle a myriad of hacking and reversing tasks by the time you get to the end. If you are familiar with Python already and have a good grasp on the Python library ctypes, then jump straight to Chapter
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Obtaining and Installing Python 2.5









Obtaining and Installing Python 2.5







The Python installation is quick and painless on both Linux and Windows. Windows users are blessed with an installer that takes care of all of the setup for you; however, on Linux you will be building the installation from source code.





Installing Python on Windows







Windows users can obtain the installer from the main Python site: http://python.org/ftp/python/2.5.1/python-2.5.1.msi. Just double-click the installer, and follow the steps to install it. It should create a directory at C:/Python25/; this directory will have the python.exe interpreter as well as all of the default libraries installed.






Note

You can optionally install Immunity Debugger, which contains not only the debugger itself but also an installer for Python 2.5. In later chapters you will be using Immunity Debugger for many tasks, so you are welcome to kill two birds with one installer here. To download and install Immunity Debugger, visit http://debugger.immunityinc.com/.













Installing Python for Linux







To install Python 2.5 for Linux, you will be downloading and compiling from source. This gives you full control over the installation while preserving the existing Python installation that is present on a Red Hat–based system. The installation assumes that you will be executing all of the following commands as the root user.

The first step is to download and unzip the Python 2.5 source code. In a command-line terminal session, enter the following:


# cd /usr/local/
# wget http://python.org/ftp/python/2.5.1/Python-2.5.1.tgz
# tar -zxvf Python-2.5.1.tgz
# mv Python-2.5.1 Python25
# cd Python25

You have now downloaded and unzipped the source code into /usr/local/Python25. The next step is to compile the source code and make sure the Python interpreter works:


# ./configure --prefix=/usr/local/Python25
# make && make install
# pwd
/usr/local/Python25
# python
Python 2.5.1 (r251:54863, Mar 14 2012, 07:39:18)
[GCC 3.4.6 20060404 (Red Hat 3.4.6-8)] on Linux2
Type "help", "copyright", "credits" or "license" for more information.
>>>

You are now inside the Python interactive shell, which provides full access to the Python interpreter and any included libraries. A quick test will show that it's correctly interpreting commands:


>>> print "Hello World!"
Hello World!
>>> exit()
#

Excellent! Everything is working the way you need it to. To ensure that your user environment knows where to find the Python interpreter automatically, you must edit the /root/.bashrc file. I personally use nano to do all of my text editing, but feel free to use whatever editor you are comfortable with. Open the /root/.bashrc file, and at the bottom of the file add the following line:


export PATH=/usr/local/Python25/:$PATH

This line tells the Linux environment that the root user can access the Python interpreter without having to use its full path. If you log out and log back in as root, when you type python at any point in your command shell you will be prompted by the Python interpreter.

Now that you have a fully operational Python interpreter on both Windows and Linux, it's time to set up your integrated development environment (IDE). If you have an IDE that you are already comfortable with, you can skip the next section.









Setting Up Eclipse and PyDev









Setting Up Eclipse and PyDev







In order to rapidly develop and debug Python applications, it is absolutely necessary to utilize a solid IDE. The coupling of the popular Eclipse development environment and a module called PyDev gives you a tremendous number of powerful features at your fingertips that most other IDEs don't offer. In addition, Eclipse runs on Windows, Linux, and Mac and has excellent community support. Let's quickly run through how to set up and configure Eclipse and PyDev:



	Download the Eclipse Classic package from http://www.eclipse.org/downloads/.

	Unzip it to C:\ Eclipse.

	Run C:\Eclipse\eclipse.exe.

	The first time it starts, it will ask where to store your workspace; you can accept the default and check the box Use this as default and do not ask again. Click OK.

	Once Eclipse has fired up, choose Help ► Software Updates ► Find and Install.

	Select the radio button labeled Search for new features to install and click Next.

	On the next screen click New Remote Site.

	In the Name field enter a descriptive string like PyDev Update. Make sure the URL field contains http://pydev.sourceforge.net/updates/ and click OK. Then click Finish, which will kick in the Eclipse updater.

	The updates dialog will appear after a few moments. When it does, expand the top item, PyDev Update, and check the PyDev item. Click Next to continue.

	Then read and accept the license agreement for PyDev. If you agree to its terms, then select the radio button I accept the terms in the license agreement.

	Click Next and then Finish. You will see Eclipse begin pulling down the PyDev extension. When it's finished, click Install All.

	The final step is to click Yes on the dialog box that appears after PyDev is installed; this will restart Eclipse with your shiny new PyDev included.





The next stage of the Eclipse configuration just involves you making sure that PyDev can find the proper Python interpreter to use when you run scripts inside PyDev:



	With Eclipse started, select Window ► Preferences.

	Expand the PyDev tree item, and select Interpreter – Python.

	In the Python Interpreters section at the top of the dialog, click New.

	Browse to C:\Python25\python.exe, and click Open.

	The next dialog will show a list of included libraries for the interpreter; leave the selections alone and just click OK.

	Then click OK again to finish the interpreter setup.





Now you have a working PyDev install, and it is configured to use your freshly installed Python 2.5 interpreter. Before you start coding, you must create a new PyDev project; this project will hold all of the source files given throughout this book. To set up a new project, follow these steps:



	Select File ► New ► Project.

	Expand the PyDev tree item, and select PyDev Project. Click Next to continue.

	Name the project Gray Hat Python. Click Finish.





You will notice that your Eclipse screen will rearrange itself, and you should see your Gray Hat Python project in the upper left of the screen. Now right-click the src folder, and select New ► PyDev Module. In the Name field, enter chapter1-test, and click Finish. You will notice that your project pane has been updated, and the chapter1-test.py file has been added to the list.

To run Python scripts from Eclipse, just click the Run As button (the green circle with a white arrow in it) on the toolbar. To run the last script you previously ran, hit CTRL-F11. When you run a script inside Eclipse, instead of seeing the output in a command-prompt window, you will see a window pane at the bottom of your Eclipse screen labeled Console. All of the output from your scripts will be displayed in the Console pane. You will notice the editor has opened the chapter1-test.py file and is awaiting some sweet Python nectar.





The Hacker's Best Friend: ctypes







The Python module ctypes is by far one of the most powerful libraries available to the Python developer. The ctypes library enables you to call functions in dynamically linked libraries and has extensive capabilities for creating complex C datatypes and utility functions for low-level memory manipulation. It is essential that you understand the basics of how to use the ctypes library, as you will be relying on it heavily throughout the book.







Using Dynamic Libraries







The first step in utilizing ctypes is to understand how to resolve and access functions in a dynamically linked library. A dynamically linked library is a compiled binary that is linked at runtime to the main process executable. On Windows platforms these binaries are called dynamic link libraries (DLL), and on Linux they are called shared objects (SO). In both cases, these binaries expose functions through exported names, which get resolved to actual addresses in memory. Normally at runtime you have to resolve the function addresses in order to call the functions; however, with ctypes all of the dirty work is already done.

There are three different ways to load dynamic libraries in ctypes: cdll(), windll(), and oledll(). The difference among all three is in the way the functions inside those libraries are called and their resulting return values. The cdll() method is used for loading libraries that export functions using the standard cdecl calling convention. The windll() method loads libraries that export functions using the stdcall calling convention, which is the native convention of the Microsoft Win32 API. The oledll() method operates exactly like the windll() method; however, it assumes that the exported functions return a Windows HRESULT error code, which is used specifically for error messages returned from Microsoft Component Object Model (COM) functions.

For a quick example you will resolve the printf() function from the C runtime on both Windows and Linux and use it to output a test message. On Windows the C runtime is msvcrt.dll, located in C:\WINDOWS\system32\, and on Linux it is libc.so.6, which is located in /lib/ by default. Create a chapter1-printf.py script, either in Eclipse or in your normal Python working directory, and enter the following code.





chapter1-printf.py Code on Windows








from ctypes import *

msvcrt = cdll.msvcrt
message_string = "Hello world!\n"
msvcrt.printf("Testing: %s", message_string)

The following is the output of this script:


C:\Python25> python chapter1-printf.py
Testing: Hello world!
C:\Python25>

On Linux, this example will be slightly different but will net the same results. Switch to your Linux install, and create chapter1-printf.py inside your /root/ directory.






UNDERSTANDING CALLING CONVENTIONS

A calling convention describes how to properly call a particular function. This includes the order of how function parameters are allocated, which parameters are pushed onto the stack or passed in registers, and how the stack is unwound when a function returns. You need to understand two calling conventions: cdecl and stdcall. In the cdecl convention, parameters are pushed from right to left, and the caller of the function is responsible for clearing the arguments from the stack. It's used by most C systems on the x86 architecture.

Following is an example of a cdecl function call:

In C


int python_rocks(reason_one, reason_two, reason_three);

In x86 Assembly


push reason_three
push reason_two
push reason_one
call python_rocks
add esp, 12

You can clearly see how the arguments are passed, and the last line increments the stack pointer 12 bytes (there are three parameters to the function, and each stack parameter is 4 bytes, and thus 12 bytes), which essentially clears those parameters.

An example of the stdcall convention, which is used by the Win32 API, is shown here:

In C


int my_socks(color_one color_two, color_three);

In x86 Assembly


push color_three
push color_two
push color_one
call my_socks

In this case you can see that the order of the parameters is the same, but the stack clearing is not done by the caller; rather the my_socks function is responsible for cleaning up before it returns.

For both conventions it's important to note that return values are stored in the EAX register.













chapter1-printf.py Code on Linux








from ctypes import *

libc = CDLL("libc.so.6")
message_string = "Hello world!\n"
libc.printf("Testing: %s", message_string)

The following is the output from the Linux version of your script:


# python /root/chapter1-printf.py
Testing: Hello world!
#

It is that easy to be able to call into a dynamic library and use a function that is exported. You will be using this technique many times throughout the book, so it is important that you understand how it works.









Constructing C Datatypes







Creating a C datatype in Python is just downright sexy, in that nerdy, weird way. Having this feature allows you to fully integrate with components written in C and C++, which greatly increases the power of Python. Briefly review Table
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The Stack









The Stack







The stack is a very important structure to understand when developing a debugger. The stack stores information about how a function is called, the parameters it takes, and how it should return after it is finished executing. The stack is a First In, Last Out (FILO) structure, where arguments are pushed onto the stack for a function call and popped off the stack when the function is finished. The ESP register is used to track the very top of the stack frame, and the EBP register is used to track the bottom of the stack frame. The stack grows from high memory addresses to low memory addresses. Let's use our previously covered function my_socks() as a simplified example of how the stack works.





Function Call in C











Function Call in C








int my_socks(color_one, color_two, color_three);






Function Call in x86 Assembly








push color_three
push color_two
push color_one
call my_socks

To see what the stack frame would look like, refer to Figure


Debug Events









Debug Events







Debuggers run as an endless loop that waits for a debugging event to occur. When a debugging event occurs, the loop breaks, and a corresponding event handler is called.

When an event handler is called, the debugger halts and awaits direction on how to continue. Some of the common events that a debugger must trap are these:



	Breakpoint hits

	Memory violations (also called access violations or segmentation faults)

	Exceptions generated by the debugged program





Each operating system has a different method for dispatching these events to a debugger, which will be covered in the operating system—specific chapters. In some operating systems, other events can be trapped as well, such as thread and process creation or the loading of a dynamic library at runtime. We will cover these special events where applicable.

An advantage of a scripted debugger is the ability to build custom event handlers to automate certain debugging tasks. For example, a buffer overflow is a common cause for memory violations and is of great interest to a hacker. During a regular debugging session, if there is a buffer overflow and a memory violation occurs, you must interact with the debugger and manually capture the information you are interested in. With a scripted debugger, you are able to build a handler that automatically gathers all of the relevant information without having to interact with it. The ability to create these customized handlers not only saves time, but it also enables a far wider degree of control over the debugged process.







Breakpoints









Breakpoints







The ability to halt a process that is being debugged is achieved by setting breakpoints. By halting the process, you are able to inspect variables, stack arguments, and memory locations without the process changing any of their values before you can record them. Breakpoints are most definitely the most common feature that you will use when debugging a process, and we will cover them extensively. There are three primary breakpoint types: soft breakpoints, hardware breakpoints, and memory breakpoints. They each have very similar behavior, but they are implemented in very different ways.





Soft Breakpoints







Soft breakpoints are used specifically to halt the CPU when executing instructions and are by far the most common type of breakpoints that you will use when debugging applications. A soft breakpoint is a single-byte instruction that stops execution of the debugged process and passes control to the debugger's breakpoint exception handler. In order to understand how this works, you have to know the difference between an instruction and an opcode in x86 assembly.

An assembly instruction is a high-level representation of a command for the CPU to execute. An example is


MOV EAX, EBX

This instruction tells the CPU to move the value stored in the register EBX into the register EAX. Pretty simple, eh? However, the CPU does not know how to interpret that instruction; it needs it to be converted into something called an opcode. An operation code, or opcode, is a machine language command that the CPU executes. To illustrate, let's convert the previous instruction into its native opcode:


8BC3

As you can see, this obfuscates what's really going on behind the scenes, but it's the language that the CPU speaks. Think of assembly instructions as the DNS of CPUs. Instructions make it really easy to remember commands that are being executed (hostnames) instead of having to memorize all of the individual opcodes (IP addresses). You will rarely need to use opcodes in your day-to-day debugging, but they are important to understand for the purpose of soft breakpoints.

If the instruction we covered previously was at address 0x44332211, a common representation would look like this:


0x44332211:     8BC3          MOV EAX, EBX

This shows the address, the opcode, and the high-level assembly instruction. In order to set a soft breakpoint at this address and halt the CPU, we have to swap out a single byte from the 2-byte 8BC3 opcode. This single byte represents the interrupt 3 (INT 3) instruction, which tells the CPU to halt. The INT 3 instruction is converted into the single-byte opcode 0xCC. Here is our previous example, before and after setting a breakpoint.





Opcode Before Breakpoint Is Set








0x44332211:      8BC3          MOV EAX, EBX






Modified Opcode After Breakpoint Is Set








0x44332211:     CCC3          MOV EAX, EBX

You can see that we have swapped out the 8B byte and replaced it with a CC byte. When the CPU comes skipping along and hits that byte, it halts, firing an INT3 event. Debuggers have the built-in ability to handle this event, but since you will be designing your own debugger, it's good to understand how the debugger does it. When the debugger is told to set a breakpoint at a desired address, it reads the first opcode byte at the requested address and stores it. Then the debugger writes the CC byte to that address. When a breakpoint, or INT3, event is triggered by the CPU interpreting the CC opcode, the debugger catches it. The debugger then checks to see if the instruction pointer (EIP register) is pointing to an address on which it had set a breakpoint previously. If the address is found in the debugger's internal breakpoint list, it writes back the stored byte to that address so that the opcode can execute properly after the process is resumed. Figure
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Obtaining CPU Register State









Obtaining CPU Register State







A debugger must be able to capture the state of the CPU registers at any given point and time. This allows us to determine the state of the stack when an exception occurs, where the instruction pointer is currently executing, and other useful tidbits of information. We first must obtain a handle to the currently executing thread in the debuggee, which is achieved by using the OpenThread()[10] function. It looks like the following:


HANDLE WINAPI OpenThread(
    DWORD dwDesiredAccess,
    BOOL bInheritHandle,
    DWORD dwThreadId
);

This looks much like its sister function OpenProcess(), except this time we pass it a thread identifier (TID) instead of a process identifier.

We must obtain a list of all the threads that are executing inside the process, select the thread we want, and obtain a valid handle to it using OpenThread(). Let's explore how to enumerate threads on a system.





Thread Enumeration







In order to obtain register state from a process, we have to be able to enumerate through all of the running threads inside the process. The threads are what are actually executing in the process; even if the application is not multithreaded, it still contains at least one thread, the main thread. We can enumerate the threads by using a very powerful function called CreateToolhelp32Snapshot(),[11] which is exported from kernel32.dll. This function enables us to obtain a list of processes, threads, and loaded modules (DLLs) inside a process as well as the heap list that a process owns. The function prototype looks like this:


HANDLE WINAPI CreateToolhelp32Snapshot(
    DWORD dwFlags,
    DWORD th32ProcessID
);

The dwFlags parameter instructs the function what type of information it is supposed to gather (threads, processes, modules, or heaps). We set this to TH32CS_SNAPTHREAD, which has a value of 0x00000004; this signals that we want to gather all of the threads currently registered in the snapshot. The th32ProcessID is simply the PID of the process we want to take a snapshot of, but it is used only for the TH32CS_SNAPMODULE, TH32CS_SNAPMODULE32, TH32CS_SNAPHEAPLIST, and TH32CS_SNAPALL modes. So it's up to us to determine whether a thread belongs to our process or not. When CreateToolhelp32Snapshot() is successful, it returns a handle to the snapshot object, which we use in subsequent calls to gather further information.

Once we have a list of threads from the snapshot, we can begin enumerating them. To start the enumeration we use the Thread32First()[12] function, which looks like this:


BOOL WINAPI Thread32First(
    HANDLE hSnapshot,
    LPTHREADENTRY32 lpte
);

The hSnapshot parameter will receive the open handle returned from CreateToolhelp32Snapshot(), and the lpte parameter is a pointer to a THREADENTRY32[13] structure. This structure gets populated when the Thread32First() call completes successfully, and it contains relevant information for the first thread that was found. The structure is defined as follows.


typedef struct THREADENTRY32{
    DWORD dwSize;
    DWORD cntUsage;
    DWORD th32ThreadID;
    DWORD th32OwnerProcessID;
    LONG tpBasePri;
    LONG tpDeltaPri;
    DWORD dwFlags;
};

The three fields in this struct that we are interested in are dwSize, th32ThreadID, and th32OwnerProcessID. The dwSize field must be initialized before making a call to the Thread32First() function, by simply setting it to the size of the struct itself. The th32ThreadID is the TID for the thread we are examining; we can use this identifier as the dwThreadId parameter for the previously discussed OpenThread() function. The th32OwnerProcessID field is the PID that identifies which process the thread is running under. In order for us to determine all threads inside our target process, we will compare each th32OwnerProcessID value against the PID of the process we either created or attached to. If there is a match, then we know it's a thread that our debuggee owns. Once we have captured the first thread's information, we can move on to the next thread entry in the snapshot by calling Thread32Next(). It takes the exact same parameters as the Thread32First() function that we've already covered. All we have to do is continue calling Thread32Next() in a loop until there are no threads left in the list.







Putting It All Together







Now that we can obtain a valid handle to a thread, the last step is to grab the values of all the registers. This is done by calling GetThreadContext(),[14] as shown here. As well, we can use its sister function SetThreadContext()[15] to change the values once we have obtained a valid context record.


BOOL WINAPI GetThreadContext(
    HANDLE hThread,
    LPCONTEXT lpContext
);

BOOL WINAPI SetThreadContext(
    HANDLE hThread,
    LPCONTEXT lpContext
);

The hThread parameter is the handle returned from an OpenThread() call, and the lpContext parameter is a pointer to a CONTEXT structure, which holds all of the register values. The CONTEXT structure is important to understand and is defined like this:


typedef struct CONTEXT {
    DWORD ContextFlags;
    DWORD   Dr0;
    DWORD   Dr1;
    DWORD   Dr2;
    DWORD   Dr3;
    DWORD   Dr6;
    DWORD   Dr7;
    FLOATING_SAVE_AREA FloatSave;
    DWORD   SegGs;
    DWORD   SegFs;
    DWORD   SegEs;
    DWORD   SegDs;
    DWORD   Edi;
    DWORD   Esi;
    DWORD   Ebx;
    DWORD   Edx;
    DWORD   Ecx;
    DWORD   Eax;
    DWORD   Ebp;
    DWORD   Eip;
    DWORD   SegCs;
    DWORD   EFlags;
    DWORD   Esp;
    DWORD   SegSs;
    BYTE    ExtendedRegisters[MAXIMUM_SUPPORTED_EXTENSION];

};

As you can see, all of the registers are included in this list, including the debug registers and the segment registers. We will be relying heavily on this structure throughout the remainder of our debugger-building exercise, so make sure you're familiar with it.

Let's go back to our old friend my_debugger.py and extend it a bit more to include thread enumeration and register retrieval.





my_debugger.py








class debugger():

        ...
        def open_thread (self, thread_id):

                h_thread = kernel32.OpenThread(THREAD_ALL_ACCESS, None,
                 thread_id)

                if h_thread is not None:
                        return h_thread
        else:
                print "[*] Could not obtain a valid thread handle."
                return False

        def enumerate_threads(self):

             thread_entry = THREADENTRY32()
             thread_list  = []
                snapshot = kernel32.CreateToolhelp32Snapshot(TH32CS
                 _SNAPTHREAD, self.pid)

             if snapshot is not None:
                  # You have to set the size of the struct
                  # or the call will fail
                  thread_entry.dwSize = sizeof(thread_entry)
                       success = kernel32.Thread32First(snapshot,
                        byref(thread_entry))

                  while success:
                          if thread_entry.th32OwnerProcessID == self.pid:
                     thread_list.append(thread_entry.th32ThreadID)
                          success = kernel32.Thread32Next(snapshot,
                           byref(thread_entry))

                     kernel32.CloseHandle(snapshot)
                     return thread_list
              else:
                     return False

    def get_thread_context (self, thread_id):

        context = CONTEXT()
        context.ContextFlags = CONTEXT_FULL | CONTEXT_DEBUG_REGISTERS

        # Obtain a handle to the thread
        h_thread = self.open_thread(thread_id)
        if kernel32.GetThreadContext(h_thread, byref(context)):
                kernel32.CloseHandle(h_thread)
                return context
        else:
                return False

Now that we have extended our debugger a bit more, let's update the test harness to try out the new features.







my_test.py








import my_debugger

debugger = my_debugger.debugger()

pid = raw_input("Enter the PID of the process to attach to: ")

debugger.attach(int(pid))

list = debugger.enumerate_threads()

# For each thread in the list we want to
# grab the value of each of the registers
for thread in list:

    thread_context = debugger.get_thread_context(thread)

    # Now let's output the contents of some of the registers
    print "[*] Dumping registers for thread ID: 0x%08x" % thread
    print "[**] EIP: 0x%08x" % thread_context.Eip
    print "[**] ESP: 0x%08x" % thread_context.Esp
    print "[**] EBP: 0x%08x" % thread_context.Ebp
    print "[**] EAX: 0x%08x" % thread_context.Eax
    print "[**] EBX: 0x%08x" % thread_context.Ebx
    print "[**] ECX: 0x%08x" % thread_context.Ecx
    print "[**] EDX: 0x%08x" % thread_context.Edx
    print "[*] END DUMP"

debugger.detach()

When you run the test harness this time, you should see output shown in Example
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Implementing Debug Event Handlers







For our debugger to take action upon certain events, we need to establish handlers for each debugging event that can occur. If we refer back to the WaitForDebugEvent() function, we know that it returns a populated DEBUG_EVENT structure whenever a debugging event occurs. Previously we were ignoring this struct and just automatically continuing the process, but now we are going to use information contained within the struct to determine how to handle a debugging event. The DEBUG_EVENT structure is defined like this:


typedef struct DEBUG_EVENT {
    DWORD dwDebugEventCode;
    DWORD dwProcessId;
    DWORD dwThreadId;
    union {
        EXCEPTION_DEBUG_INFO Exception;
        CREATE_THREAD_DEBUG_INFO CreateThread;
        CREATE_PROCESS_DEBUG_INFO CreateProcessInfo;
        EXIT_THREAD_DEBUG_INFO ExitThread;
        EXIT_PROCESS_DEBUG_INFO ExitProcess;
        LOAD_DLL_DEBUG_INFO LoadDll;
        UNLOAD_DLL_DEBUG_INFO UnloadDll;
        OUTPUT_DEBUG_STRING_INFO DebugString;
        RIP_INFO RipInfo;
        }u;
};

There is a lot of useful information in this struct. The dwDebugEventCode is of particular interest, as it dictates what type of event was trapped by the WaitForDebugEvent() function. It also dictates the type and value for the u union. The various debug events based on their event codes are shown in Table


The Almighty Breakpoint









The Almighty Breakpoint







Now that we have a functional debugging core, it's time to add breakpoints. Using the information from Chapter
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Conclusion







This concludes the development of a lightweight debugger on Windows. Not only should you have a firm grip on building a debugger, but you also have learned some very important skills that you will find useful whether you are doing debugging or not! When using another debugging tool, you should now be able to grasp what it is doing at a low level, and you should know how to modify the debugger to better suit your needs if necessary. The sky is the limit!

The next step is to show some advanced usage of two mature and stable debugging platforms on Windows: PyDbg and Immunity Debugger. You have inherited a great deal of information on how PyDbg works under the hood, so you should feel comfortable stepping right into it. The Immunity Debugger syntax is slightly different, but it offers a significantly different set of features. Understanding how to use both for specific debugging tasks is critical for you to be able to perform automated debugging. Onward and upward! Let's hit PyDbg.
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Process Snapshots







PyDbg comes stocked with a very cool feature called process snapshotting. Using process snapshotting you are able to freeze a process, obtain all of its memory, and resume the process. At any later point you can revert the process to the point where the snapshot was taken. This can be quite handy when reverse engineering a binary or analyzing a crash.





Obtaining Process Snapshots







Our first step is to get an accurate picture of what the target process was up to at a precise moment. In order for the picture to be accurate, we need to first obtain all threads and their respective CPU contexts. As well, we need to obtain all of the process's memory pages and their contents. Once we have this information, it's just a matter of storing it for when we want to restore a snapshot.

Before we can take the process snapshots, we have to suspend all threads of execution so that they don't change data or state while the snapshot is being taken. To suspend all threads in PyDbg, we use suspend_all_threads(), and to resume all the threads, we use the aptly named resume_all_threads(). Once we have suspended the threads, we simply make a call to process_snapshot(). This automatically fetches all of the contextual information about each thread and all memory at that precise moment. Once the snapshot is finished, we resume all of the threads. When we want to restore the process to the snapshot point, we suspend all of the threads, call process_restore(), and resume all of the threads. Once we resume the process, we should be back at our original snapshot point. Pretty neat, eh?

To try this out, let's use a simple example where we allow a user to hit a key to take a snapshot and hit a key again to restore the snapshot. Open a new Python file, call it snapshot.py, and enter the following code.





snapshot.py








  from pydbg  import *
  from pydbg.defines import *

  import threading
  import time
  import sys

  class snapshotter(object):

      def __init__(self,exe_path):

          self.exe_path     = exe_path
          self.pid          = None
          self.dbg          = None
          self.running      = True

[image: ]          # Start the debugger thread, and loop until it sets the PID
          # of our target process
          pydbg_thread = threading.Thread(target=self.start_debugger)
          pydbg_thread.setDaemon(0)
          pydbg_thread.start()

          while self.pid == None:
              time.sleep(1)

[image: ]         # We now have a PID and the target is running; let's get a
          # second thread running to do the snapshots
          monitor_thread = threading.Thread(target=self.monitor_debugger)
          monitor_thread.setDaemon(0)
          monitor_thread.start()

[image: ]     def monitor_debugger(self):

          while self.running == True:

              input = raw_input("Enter: 'snap','restore' or 'quit'")
              input = input.lower().strip()

              if input == "quit":
                  print "[*] Exiting the snapshotter."
                  self.running = False
                  self.dbg.terminate_process()

              elif input == "snap":

                  print "[*] Suspending all threads."
                  self.dbg.suspend_all_threads()

                  print "[*] Obtaining snapshot."
                  self.dbg.process_snapshot()

                  print "[*] Resuming operation."
                  self.dbg.resume_all_threads()

              elif input == "restore":

                  print "[*] Suspending all threads."
                  self.dbg.suspend_all_threads()

                  print "[*] Restoring snapshot."
                  self.dbg.process_restore()

                  print "[*] Resuming operation."
                  self.dbg.resume_all_threads()

[image: ]     def start_debugger(self):

          self.dbg = pydbg()
          pid = self.dbg.load(self.exe_path)
          self.pid = self.dbg.pid

          self.dbg.run()

[image: ] exe_path = "C:\\WINDOWS\\System32\\calc.exe"

  snapshotter(exe_path)

So the first step [image: ] is to start the target application under a debugger thread. By using separate threads, we can enter snapshotting commands without forcing the target application to pause while it waits for our input. Once the debugger thread has returned a valid PID [image: ], we start up a new thread that will take our input [image: ]. Then when we send it a command, it will evaluate whether we are taking a snapshot, restoring a snapshot, or quitting [image: ]—pretty straightforward. The reason I picked Calculator as an example application [image: ] is that we can actually see this snapshotting process in action. Enter a bunch of random math operations into the calculator, enter snap into our Python script, and then do some more math or hit the Clear button. Then simply type restore into our Python script, and you should see the numbers revert to our original snapshot point! Using this technique you can walk through and rewind certain parts of a process that are of interest without having to restart the process and get it to that exact state again. Now let's combine some of our new PyDbg techniques to create a fuzzing assistance tool that will help us find vulnerabilities in software applications and automate crash handling.









Putting It All Together







Now that we have covered some of the most useful features of PyDbg, we will build a utility program to help root out (pun intended) exploitable flaws in software applications. Certain function calls are more prone to buffer overflows, format string vulnerabilities, and memory corruption. We want to pay particular attention to these dangerous functions.

The tool will locate the dangerous function calls and track hits to those functions. When a function that we deemed to be dangerous gets called, we will dereference four parameters off the stack (as well as the return address of the caller) and snapshot the process in case that function causes an overflow condition. If there is an access violation, our script will rewind the process to the last dangerous function hit. From there it single-steps the target application and disassembles each instruction until we either throw the access violation again or hit the maximum number of instructions we want to inspect. Anytime you see a hit on a dangerous function that matches data you have sent to the application, it is worth taking a look at whether you can manipulate the data to crash the application. This is the first step toward creating an exploit.

Warm up your coding fingers, open a new Python script called danger_track.py, and enter the following code.





danger_track.py








from pydbg import *
from pydbg.defines import *

import utils

# This is the maximum number of instructions we will log
# after an access violation
MAX_INSTRUCTIONS = 10

# This is far from an exhaustive list; add more for bonus points
dangerous_functions = {
                        "strcpy"  :  "msvcrt.dll",
                        "strncpy" :  "msvcrt.dll",
                        "sprintf" :  "msvcrt.dll",
                        "vsprintf":  "msvcrt.dll"
                       }

dangerous_functions_resolved = {}
crash_encountered            = False
instruction_count            = 0

def danger_handler(dbg):

    # We want to print out the contents of the stack; that's about it
    # Generally there are only going to be a few parameters, so we will
    # take everything from ESP to ESP+20, which should give us enough
    # information to determine if we own any of the data
    esp_offset = 0
    print "[*] Hit %s" % dangerous_functions_resolved[dbg.context.Eip]
    print "================================================================="

    while esp_offset <= 20:
        parameter = dbg.smart_dereference(dbg.context.Esp + esp_offset)
        print "[ESP + %d] => %s" % (esp_offset, parameter)
        esp_offset += 4

     print "=================================================================\n"

    dbg.suspend_all_threads()
    dbg.process_snapshot()
    dbg.resume_all_threads()

    return DBG_CONTINUE

def access_violation_handler(dbg):
    global crash_encountered

    # Something bad happened, which means something good happened :)
    # Let's handle the access violation and then restore the process
    # back to the last dangerous function that was called

    if dbg.dbg.u.Exception.dwFirstChance:
            return DBG_EXCEPTION_NOT_HANDLED

    crash_bin = utils.crash_binning.crash_binning()
    crash_bin.record_crash(dbg)
    print crash_bin.crash_synopsis()

    if crash_encountered == False:
        dbg.suspend_all_threads()
        dbg.process_restore()
        crash_encountered = True

        # We flag each thread to single step
        for thread_id in dbg.enumerate_threads():

               print "[*] Setting single step for thread: 0x%08x" % thread_id
            h_thread = dbg.open_thread(thread_id)
            dbg.single_step(True, h_thread)
            dbg.close_handle(h_thread)

        # Now resume execution, which will pass control to our
        # single step handler
        dbg.resume_all_threads()

        return DBG_CONTINUE
    else:
        dbg.terminate_process()

    return DBG_EXCEPTION_NOT_HANDLED

def single_step_handler(dbg):
    global instruction_count
    global crash_encountered

    if crash_encountered:

        if instruction_count == MAX_INSTRUCTIONS:

            dbg.single_step(False)
            return DBG_CONTINUE
        else:

            # Disassemble this instruction
            instruction = dbg.disasm(dbg.context.Eip)
               print "#%d\t0x%08x : %s" % (instruction_count,dbg.context.Eip,
                instruction)
            instruction_count += 1
            dbg.single_step(True)

    return DBG_CONTINUE

dbg = pydbg()

pid = int(raw_input("Enter the PID you wish to monitor: "))
dbg.attach(pid)

# Track down all of the dangerous functions and set breakpoints
for func in dangerous_functions.keys():

    func_address = dbg.func_resolve( dangerous_functions[func],func )
     print "[*] Resolved breakpoint: %s -> 0x%08x" % ( func, func_address )
    dbg.bp_set( func_address, handler = danger_handler )
    dangerous_functions_resolved[func_address] = func

dbg.set_callback( EXCEPTION_ACCESS_VIOLATION, access_violation_handler )
dbg.set_callback( EXCEPTION_SINGLE_STEP, single_step_handler )
dbg.run()

There should be no big surprises in the preceding code block, as we have covered most of the concepts in our previous PyDbg endeavors. The best way to test the effectiveness of this script is to pick a software application that is known to have a vulnerability,[26] attach the script, and then send the required input to crash the application.

We have taken a solid tour of PyDbg and a subset of the features it provides. As you can see, the ability to script a debugger is extremely powerful and lends itself well to automation tasks. The only downside to this method is that for every piece of information you wish to obtain, you have to write code to do it. This is where our next tool, Immunity Debugger, bridges the gap between a scripted debugger and a graphical debugger you can interact with. Let's carry on.










[26] A classic stack-based overflow can be found in WarFTPD 1.65. You can still download this FTP server from http://support.jgaa.com/index.php?cmd=DownloadVersion&ID=1.
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Immunity Debugger 101







Let's take a quick tour of Immunity Debugger and its interface before digging into immlib, the Python library that enables you to script the debugger. When you first open Immunity Debugger you should see the interface shown in Figure


Exploit Development









Exploit Development







Finding a vulnerability in a software system is only the beginning of a long and arduous journey on your way to getting a reliable exploit working. Immunity Debugger has many design features in place to make this journey a little easier on the exploit developer. We will develop some PyCommands to speed up the process of getting a working exploit, including a way to find specific instructions for getting EIP into our shellcode and to determine what bad characters we need to filter out when encoding shellcode. We'll also use the !findantidep PyCommand that comes with Immunity Debugger to assist in bypassing software data execution prevention (DEP).[29] Let's get started!





Finding Exploit-Friendly Instructions







After you have obtained EIP control, you have to transfer execution to your shellcode. Typically, you will have a register or an offset from a register that points to your shellcode, and it's your job to find an instruction somewhere in the executable or one of its loaded modules that will transfer control to that address. Immunity Debugger's Python library makes this easy by providing a search interface that allows you to search for specific instructions throughout the loaded binary. Let's whip up a quick script that will take an instruction and return all addresses where that instruction lives. Open a new Python file, name it findinstruction.py, and enter the following code.





findinstruction.py








  from immlib import *

  def main(args):

      imm          = Debugger()
      search_code  = " ".join(args)

[image: ]     search_bytes   = imm.Assemble( search_code )
[image: ]     search_results = imm.Search( search_bytes )

      for hit in search_results:

          # Retrieve the memory page where this hit exists
          # and make sure it's executable
[image: ]         code_page   = imm.getMemoryPagebyAddress( hit )
[image: ]         access      = code_page.getAccess( human = True )

          if "execute" in access.lower():
              imm.log( "[*] Found: %s (0x%08x)" % ( search_code, hit ),
               address = hit )

       return "[*] Finished searching for instructions, check the Log window."

We first assemble the instructions we are searching for [image: ], and then we use the Search() method to search all of the memory in the loaded binary for the instruction bytes [image: ]. From the returned list we iterate through all of the addresses to retrieve the memory page where the instruction lives [image: ] and make sure the memory is marked as executable [image: ]. For every instruction we find in an executable page of memory, we output the address to the Log window. To use the script, simply pass in the instruction you are searching for as an argument, like so:


!findinstruction <instruction to search for>

After running the script like this,


!findinstruction jmp esp

you should see output similar to Figure
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Defeating Anti-Debugging Routines in Malware







Current malware variants are becoming more and more devious in their methods of infection, propagation, and their ability to defend themselves from analysis. Aside from common code-obfuscation techniques, such as using packers or encryption techniques, malware will commonly employ anti-debugging routines in an attempt to prevent a malware analyst from using a debugger to understand its behavior. Using Immunity Debugger and some Python, we are able to create some simple scripts to help bypass some of these anti-debugging routines to assist an analyst when observing a malware sample. Let's look at some of the more prevalent anti-debugging routines and write some corresponding code to bypass them.





IsDebuggerPresent







By far the most common anti-debugging technique is to use the IsDebuggerPresent function exported from kernel32.dll. This function call takes no parameters and returns 1 if there is a debugger attached to the current process or 0 if there isn't. If we disassemble this function, we see the following assembly:


7C813093 >/$ 64:A1 18000000 MOV EAX,DWORD PTR FS:[18]
7C813099  |. 8B40 30        MOV EAX,DWORD PTR DS:[EAX+30]
7C81309C  |. 0FB640 02      MOVZX EAX,BYTE PTR DS:[EAX+2]
7C8130A0  \. C3             RETN

This code is loading the address of the Thread Information Block (TIB), which is always located at offset 0x18 from the FS register. From there it loads the Process Environment Block (PEB), which is always located at offset 0x30 in the TIB. The third instruction is setting EAX to the value of the BeingDebugged member in the PEB, which is at offset 0x2 in the PEB. If there is a debugger attached to the process, this byte will be set to 0x1. A simple bypass for this was posted by Damian Gomez[32] of Immunity, and this is one line of Python that can be contained in a PyCommand or executed from the Python shell in Immunity Debugger:


imm.writeMemory( imm.getPEBaddress() + 0x2, "\x00" )

This code simply zeros out the BeingDebugged flag in the PEB, and now any malware that uses this check will be tricked into thinking there isn't a debugger attached.







Defeating Process Iteration







Malware will also attempt to iterate through all the running processes on the machine to determine if a debugger is running. For instance, if you are using Immunity Debugger against a virus, ImmunityDebugger.exe will be registered as a running process. To iterate through the running processes, malware will use the Process32First function to get the first registered function in the system process list and then use Process32Next to begin iterating through all of the processes. Both of these function calls return a boolean flag, which tells the caller whether the function succeeded or not, so we can simply patch these two functions so that the EAX register is set to zero when the function returns. We'll use the powerful assembler built into Immunity Debugger to achieve this. Take a look at the following code:


[image: ] process32first = imm.getAddress("kernel32.Process32FirstW")

  process32next  = imm.getAddress("kernel32.Process32NextW")

  function_list  = [ process32first, process32next ]

[image: ] patch_bytes    = imm.Assemble( "SUB EAX, EAX\nRET" )

  for address in function_list:
[image: ]        opcode = imm.disasmForward( address, nlines = 10 )
[image: ]        imm.writeMemory( opcode.address, patch_bytes )

We first find the addresses of the two process iteration functions and store them in a list so we can iterate over them [image: ]. Then we assemble some opcode bytes that will set the EAX register to 0 and then return from the function call; this will form our patch [image: ]. Next we disassemble 10 instructions [image: ] into the Process32First/Next functions. We do this because some advanced malware will actually check the first few bytes of these functions to make sure wily reverse engineers such as ourselves haven't modified the head of the function. We will trick them by patching 10 instructions deep; if they integrity check the whole function they will find us, but this will do for now. Then we simply patch in our assembled bytes into the functions [image: ], and now both of these functions will return false no matter how they are called.

We have covered two examples of how you can use Python and Immunity Debugger to create automated ways of preventing malware from detecting that there is a debugger attached. There are many more anti-debugging techniques that a malware variant may employ, so there is a never-ending list of Python scripts to be written to defeat them! Go forth with your newfound Immunity Debugger knowledge, and enjoy reaping the benefits with shorter exploit development time and a new arsenal of tools to use against malware.

Now let's move on to some hooking techniques that you can use in your reversing endeavors.








[32] The original forum post is located at http://forum.immunityinc.com/index.php?topic=71.0.
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Hard Hooking with Immunity Debugger







Now we get to the interesting stuff, the hard hooking technique. This technique is more advanced, but it also has far less impact on the target process because our hook code is written directly in x86 assembly. With the case of the soft hook, there are many events (and many more instructions) that occur between the time the breakpoint is hit, the hook code gets executed, and the process resumes execution. With a hard hook you are really just extending a particular piece of code to run your hook and then return to the normal execution path. The nice thing is that when you use a hard hook, the target process never actually halts, unlike the soft hook.

Immunity Debugger reduces the complicated process of setting up a hard hook by exposing a simple object called a FastLogHook. The FastLogHook object automatically sets up the assembly stub, which logs the values you want and overwrites the original instruction that you wish to hook with a jump to the stub. When you are constructing fast log hooks, you first define a hook point, and then you define the data points you wish to log. A skeleton definition of setting up a hook goes like this:


imm  = immlib.Debugger()
fast = immlib.FastLogHook( imm )

fast.logFunction( address, num_arguments )
fast.logRegister( register )
fast.logDirectMemory( address )
fast.logBaseDisplacement( register, offset )

The logFunction() method is required to set up the hook, as it gives it the primary address of where to overwrite the original instructions with a jump to our hook code. Its parameters are the address to hook and the number of arguments to trap. If you are logging at the head of a function, and you want to trap the function's parameters, then you most likely want to set the number of arguments. If you are aiming to hook the exit point of a function, then you are most likely going to set num_arguments to zero. The methods that do the actual logging are logRegister(), logBaseDisplacement(), and logDirectMemory(). The three logging functions have the following prototypes:


logRegister( register )
logBaseDisplacement( register, offset )
logDirectMemory( address )

The logRegister() method tracks the value of a specific register when the hook is hit. This is useful for capturing the return value as stored in EAX after a function call. The logBaseDisplacement() method takes both a register and an offset; it is designed to dereference parameters from the stack or to capture data at a known offset from a register. The last call is logDirectMemory(), which is used to log a known memory offset at hook time.

When the hooks are hit and the logging functions are triggered, they store the captured information in an allocated region of memory that the FastLogHook object creates. In order to retrieve the results of your hook, you must query this page using the wrapper function getAllLog(), which parses the memory and returns a Python list in the following form:


[( hook_address, ( arg1, arg2, argN )), ... ]

So each time a hooked function gets hit, its address is stored in hook_address, and all the information you requested is contained in tuple form in the second entry. The final important note is that there is an additional flavor of FastLogHook, STDCALLFastLogHook, which is adjusted for the STDCALL calling convention. For the cdecl convention use the normal FastLogHook. The usage of the two, however, is the same.

An excellent example of harnessing the power of the hard hook is the hippie PyCommand, which was authored by one of the world's leading experts on heap overflows, Nicolas Waisman of Immunity, Inc. In Nico's own words:



Hippie came out as a response for the need of a high-performance logging hook that can really handle the amount of calls that the Win32 API heap functions require. Take as an example Notepad; if you open a file dialog on it, it requires around 4,500 calls to either RtlAllocateHeap or RtlFreeHeap. If you're targeting Internet Explorer, which is a much more heap-intensive process, you'll see an increase in the number of heap-related function calls of 10 times or more.





As Nico said, we can use hippie as an example of how to instrument heap routines that are critical to understand when writing heap-based exploits. For brevity's sake, we'll walk through only the core hooking portions of hippie and in the process create a simpler version called hippie_easy.py.

Before we begin, it's important to understand the RtlAllocateHeap and RtlFreeHeap function prototypes, so that our hook points make sense.


BOOLEAN RtlFreeHeap(
    IN PVOID HeapHandle,
    IN ULONG Flags,
    IN PVOID HeapBase
);

PVOID RtlAllocateHeap(
    IN PVOID HeapHandle,
    IN ULONG Flags,
    IN SIZE_T Size
);

So for RtlFreeHeap we are going to trap all three arguments, and for RtlAllocateHeap we are going to take the three arguments plus the pointer that is returned. The returned pointer points to the new heap block that was just created. Now that we have an understanding of the hook points, open up a new Python file, name it hippie_easy.py, and hit up the following code.





hippie_easy.py











hippie_easy.py








  import immlib
  import immutils

  # This is Nico's function that looks for the correct
  # basic block that has our desired ret instruction
  # this is used to find the proper hook point for RtlAllocateHeap
[image: ] def getRet(imm, allocaddr, max_opcodes = 300):
      addr = allocaddr
      for a in range(0, max_opcodes):
          op = imm.disasmForward( addr )

          if op.isRet():
              if op.getImmConst() == 0xC:
                  op = imm.disasmBackward( addr, 3 )
                  return op.getAddress()
          addr = op.getAddress()

      return 0x0

  # A simple wrapper to just print out the hook
  # results in a friendly manner, it simply checks the hook
  # address against the stored addresses for RtlAllocateHeap, RtlFreeHeap
  def showresult(imm, a, rtlallocate):
      if a[0] == rtlallocate:
          imm.Log( "RtlAllocateHeap(0x%08x, 0x%08x, 0x%08x) <- 0x%08x %s" %
          (a[1][0], a[1][1], a[1][2], a[1][3], extra), address = a[1][3]  )

          return "done"

      else:
          imm.Log( "RtlFreeHeap(0x%08x, 0x%08x, 0x%08x)" % (a[1][0], a[1][1],
          a[1][2]) )

  def main(args):
      imm          = immlib.Debugger()
      Name         = "hippie"

      fast = imm.getKnowledge( Name )

[image: ]     if fast:
          # We have previously set hooks, so we must want
          # to print the results
          hook_list = fast.getAllLog()

          rtlallocate, rtlfree = imm.getKnowledge("FuncNames")
          for a in hook_list:
              ret = showresult( imm, a, rtlallocate )

          return "Logged: %d hook hits." % len(hook_list)
      # We want to stop the debugger before monkeying around
      imm.Pause()
      rtlfree     = imm.getAddress("ntdll.RtlFreeHeap")
      rtlallocate = imm.getAddress("ntdll.RtlAllocateHeap")

      module = imm.getModule("ntdll.dll")

      if not module.isAnalysed():
          imm.analyseCode( module.getCodebase() )

      # We search for the correct function exit point
      rtlallocate = getRet( imm, rtlallocate, 1000 )
      imm.Log("RtlAllocateHeap hook: 0x%08x" % rtlallocate)

      # Store the hook points
      imm.addKnowledge( "FuncNames",  ( rtlallocate, rtlfree ) )

     # Now we start building the hook
      fast = immlib.STDCALLFastLogHook( imm )

      # We are trapping RtlAllocateHeap at the end of the function
      imm.Log("Logging on Alloc 0x%08x" % rtlallocate)
[image: ]     fast.logFunction( rtlallocate )
      fast.logBaseDisplacement( "EBP",    8 )
      fast.logBaseDisplacement( "EBP",  0xC )
      fast.logBaseDisplacement( "EBP", 0x10 )
      fast.logRegister( "EAX" )

      # We are trapping RtlFreeHeap at the head of the function
      imm.Log("Logging on RtlFreeHeap 0x%08x" % rtlfree)
      fast.logFunction( rtlfree, 3 )

      # Set the hook
      fast.Hook()

      # Store the hook object so we can retrieve results later
      imm.addKnowledge(Name, fast, force_add = 1)

      return "Hooks set, press F9 to continue the process."

Before we fire up this bad boy, let's have a look at the code. The first function you see defined [image: ] is a custom piece of code that Nico built in order to find the proper spot to hook for RtlAllocateHeap. To illustrate, disassemble RtlAllocateHeap, and the last few instructions you see are these:


0x7C9106D7 F605 F002FE7F  TEST BYTE PTR DS:[7FFE02F0],2
0x7C9106DE 0F85 1FB20200  JNZ ntdll.7C93B903
0x7C9106E4 8BC6           MOV EAX,ESI
0x7C9106E6 E8 17E7FFFF    CALL ntdll.7C90EE02
0x7C9106EB C2 0C00        RETN 0C

So the Python code starts disassembling at the head of the function until it finds the RET instruction at 0x7C9106EB and then checks to make sure it uses the constant 0x0C. It then disassembles backward three instructions, which lands us at 0x7C9106D7. This little dance we do is merely to make sure that we have enough room to write out our 5-byte JMP instruction. If we tried to set our JMP (5 bytes) right on the RET (3 bytes), we would be overwriting two extra bytes, which would corrupt the code alignment, and the process would imminently crash. Get used to writing these little utility functions to help you get around these types of roadblocks. Binaries are complicated beasts, and they have zero tolerance for error when you mess with their code.

The next bit of code [image: ] is a simple check as to whether we already have the hooks set; this just means we are requesting the results. We simply retrieve the necessary objects from the knowledge base and print out the results of our hooks. The script is designed so that you run it once to set the hooks and then run it again and again to monitor the results. If you want to create custom queries on any of the objects stored in the knowledge base, you can access them from the debugger's Python shell.

The last piece [image: ] is the construction of the hook and monitoring points. For the RtlAllocateHeap call, we are trapping three arguments from the stack and the return value from the function call. For RtlFreeHeap we are taking three arguments from the stack when the function first gets hit. In less than 100 lines of code we have employed an extremely powerful hooking technique—and without using a compiler or any additional tools. Very cool stuff.

Let's use notepad.exe and see if Nico was accurate about the 4,500 calls when you open a file dialog. Start C:\WINDOWS\System32\notepad.exe under Immunity Debugger and run the !hippie_easy PyCommand in the command bar (if you're lost at this point, reread Chapter
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Now let's put some of our injection skills to bad use. We will create a devious little backdoor that can be used to gain control of a system any time an executable of our choosing gets run. When our executable gets run, we will perform execution redirection by spawning the original executable that the user wanted (for instance, we'll name our binary calc.exe and move the original calc.exe to a known location). When the second process loads, we code inject it to give us a shell connection to the target machine. After the shellcode has run and we have our shell connection, we inject a second piece of code into the remote process that kills the process we are currently running inside.

Wait a second! Couldn't we just let our calc.exe process exit? In short, yes. But process termination is a key technique for a backdoor to support. For example, you could combine some process-iteration code that you learned in earlier chapters and apply it to try to find antivirus or software firewalls running and simply kill them. It is also important so that you can migrate from one process to another and kill the process you left behind if you don't need it anymore.

We will also be showing how to compile Python scripts into real standalone Windows executables and how to covertly ship DLLs within the primary executable. Let's see how to apply a little stealth to create some stowaway DLLs.





File Hiding







In order for us to safely distribute an injectable DLL with our backdoor, we need a stealthy way of storing the file as to not attract too much attention. We could use a wrapper, which takes two executables (including DLLs) and wraps them together as one, but this is a book about hacking with Python, so we have to get a bit more creative.

To hide files inside executables, we are going to abuse a legacy feature of the NTFS filesystem called alternate data streams (ADS). Alternate data streams have been around since Windows NT 3.1 and were introduced as a means to communicate with the Apple hierarchical file system (HFS). ADS enables us to have a single file on disk and store the DLL in a stream that is attached to the primary executable. A stream is really nothing more than a hidden file that is attached to the file that you can see on disk.

By using an alternate data stream, we are hiding the DLL from the user's immediate view. Without specialized tools, a computer user can't see the contents of ADSs, which is ideal for us. In addition, a number of security products don't properly scan alternate data streams, so we have a good chance of slipping underneath their radar to avoid detection.

To use an alternate data stream on a file, we'll need to do nothing more than append a colon and a filename to an existing file, like so:


reverser.exe:vncdll.dll

In this case we are accessing vncdll.dll, which is stored in an alternate data stream attached to reverser.exe. Let's write a quick utility script that simply reads in a file and writes it out to an ADS attached to a file of our choosing. Open an additional Python script called file_hider.py and enter the following code.





file_hider.py








import sys

# Read in the DLL
fd = open( sys.argv[1], "rb" )
dll_contents = fd.read()
fd.close()

print "[*] Filesize: %d" % len( dll_contents )

# Now write it out to the ADS
fd = open( "%s:%s" % ( sys.argv[2], sys.argv[1] ), "wb" )
fd.write( dll_contents )
fd.close()

Nothing fancy—the first command-line argument is the DLL we wish to read in, and the second argument is the target file whose ADS we will be storing the DLL in. We can use this little utility to store any kind of files we would like alongside the executable, and we can inject DLLs directly out of the ADS as well. Although we won't be utilizing DLL injection for our backdoor, it will still support it, so read on.









Coding the Backdoor







Let's start by building our execution redirection code, which very simply starts up an application of our choosing. The reason it's called execution redirection is because we will name our backdoor calc.exe and move the original calc.exe to a different location. When the user attempts to use the calculator, she will be inadvertently running our backdoor, which in turn will start the proper calculator and thus not alert the user that anything is amiss. Note that we are including the my_debugger_defines.py file from Chapter
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File Fuzzer







File format vulnerabilities are fast becoming the vector of choice for client-side attacks, so naturally we should be interested in finding bugs in file format parsers. We want to be able to generically mutate all kinds of different formats to get the biggest bang for our buck, whether we're targeting antivirus products or document readers. We will also make sure to bundle in some debugging functionality so that we can catch crash information to determine whether we have found an exploitable condition or not. To top it off, we'll incorporate some emailing capabilities to notify you whenever a crash occurs and send the crash information. This can be useful if you have a bank of fuzzers hitting multiple targets, and you want to know when to investigate a crash. The first step is to create the class skeleton and a simple file selector that will take care of opening a random example file for mutation. Open a new Python file, name it file_fuzzer.py, and enter the following code.





file_fuzzer.py











file_fuzzer.py








from pydbg import *
from pydbg.defines import *

import utils
import random
import sys
import struct
import threading
import os
import shutil
import time
import getopt

class file_fuzzer:

    def __init__(self, exe_path, ext, notify):

        self.exe_path       = exe_path
        self.ext            = ext
        self.notify_crash   = notify
        self.orig_file      = None
        self.mutated_file   = None
        self.iteration      = 0
        self.exe_path       = exe_path
        self.orig_file      = None
        self.mutated_file   = None
        self.iteration      = 0
        self.crash          = None
        self.send_notify    = False
        self.pid            = None
        self.in_accessv_handler = False
        self.dbg            = None
        self.running        = False
        self.ready          = False

        # Optional
        self.smtpserver = 'mail.nostarch.com'
        self.recipients = ['jms@bughunter.ca',]
        self.sender     = 'jms@bughunter.ca'

        self.test_cases = [ "%s%n%s%n%s%n", "\xff", "\x00", "A" ]

    def file_picker( self ):

        file_list = os.listdir("examples/")
        list_length = len(file_list)
        file = file_list[random.randint(0, list_length-1)]
        shutil.copy("examples\\%s" % file,"test.%s" % self.ext)

        return file

The class skeleton for our file fuzzer defines some global variables for tracking basic information about our test iterations as well as the test cases that will be applied as mutations to the sample files. The file_picker function simply uses some built-in functions from Python to list the files in a directory and randomly pick one for mutation. Now we have to do some threading work to get the target application loaded, track it for crashes, and terminate it when the document parsing is finished. The first stage is to get the target application loaded inside a debugger thread and install the custom access violation handler. We then spawn the second thread to monitor the debugger thread so that it can kill it after a reasonable amount of time. We'll also throw in the email notification routine. Let's incorporate these features by creating some new class functions.







file_fuzzer.py








 ...
 def fuzz( self ):

         while 1:

[image: ]             if not self.running:

                 # We first snag a file for mutation
                 self.test_file = self.file_picker()
[image: ]                self.mutate_file()

                 # Start up the debugger thread
[image: ]                pydbg_thread = threading.Thread(target=self.start_debugger)
                 pydbg_thread.setDaemon(0)
                 pydbg_thread.start()

                 while self.pid == None:
                     time.sleep(1)

                 # Start up the monitoring thread
[image: ]                monitor_thread = threading.Thread
                  (target=self.monitor_debugger)
                 monitor_thread.setDaemon(0)
                 monitor_thread.start()

                 self.iteration += 1

             else:
                 time.sleep(1)

     # Our primary debugger thread that the application
     # runs under
     def start_debugger(self):

         print "[*] Starting debugger for iteration: %d" % self.iteration
         self.running = True
         self.dbg = pydbg()

           self.dbg.set_callback(EXCEPTION_ACCESS_VIOLATION,self.check_accessv)
            pid = self.dbg.load(self.exe_path,"test.%s" % self.ext)

         self.pid = self.dbg.pid
         self.dbg.run()

     # Our access violation handler that traps the crash
     # information and stores it
     def check_accessv(self,dbg):

         if dbg.dbg.u.Exception.dwFirstChance:

             return DBG_CONTINUE

         print "[*] Woot! Handling an access violation!"
         self.in_accessv_handler = True
         crash_bin = utils.crash_binning.crash_binning()
         crash_bin.record_crash(dbg)
         self.crash = crash_bin.crash_synopsis()

         # Write out the crash informations
         crash_fd = open("crashes\\crash-%d" % self.iteration,"w")
         crash_fd.write(self.crash)

         # Now back up the files
           shutil.copy("test.%s" % self.ext,"crashes\\%d.%s" %
            (self.iteration,self.ext))
           shutil.copy("examples\\%s" % self.test_file,"crashes\\%d_orig.%s" %
           ( self.iteration,self.ext))

         self.dbg.terminate_process()
         self.in_accessv_handler = False
         self.running = False

         return DBG_EXCEPTION_NOT_HANDLED

     # This is our monitoring function that allows the application
     # to run for a few seconds and then it terminates it
     def monitor_debugger(self):

         counter = 0
         print "[*] Monitor thread for pid: %d waiting." % self.pid,
         while counter < 3:
             time.sleep(1)
             print counter,
             counter += 1

         if self.in_accessv_handler != True:
             time.sleep(1)
             self.dbg.terminate_process()
             self.pid = None
             self.running = False
         else:
                print "[*] The access violation handler is doing
                 its business. Waiting."

             while self.running:
                 time.sleep(1)

     # Our emailing routine to ship out crash information
     def notify(self):

           crash_message = "From:%s\r\n\r\nTo:\r\n\r\nIteration:
            %d\n\nOutput:\n\n %s" %
           (self.sender, self.iteration, self.crash)

         session = smtplib.SMTP(smtpserver)
         session.sendmail(sender, recipients, crash_message)
         session.quit()

         return

We now have the main logic for controlling the application being fuzzed, so let's walk through the fuzz function briefly. The first step [image: ] is to check to make sure that a current fuzzing iteration isn't already running. The self.running flag also will be set if the access violation handler is busy compiling a crash report. Once we have selected a document to mutate, we pass it off to our simple mutation function [image: ], which we will be writing shortly.

Once the file mutator is finished, we start our debugger thread [image: ], which merely fires up the document-parsing application and passes in the mutated document as a command-line argument. We then wait in a tight loop for the debugger thread to register the PID of the target application. Once we have the PID, we spawn the monitoring thread [image: ] whose job is to make sure that we kill the application after a reasonable amount of time. Once the monitoring thread has started, we increment the iteration count and reenter our main loop until it's time to pick a new file and fuzz again! Now let's add our simple mutation function into the mix.







file_fuzzer.py








  ...
      def mutate_file( self ):

          # Pull the contents of the file into a buffer
          fd = open("test.%s" % self.ext, "rb")
          stream = fd.read()
          fd.close()

          # The fuzzing meat and potatoes, really simple
          # Take a random test case and apply it to a random position
          # in the file
[image: ] test_case = self.test_cases[random.randint(0,len(self.test_cases)-1)]

[image: ]         stream_length = len(stream)
          rand_offset   = random.randint(0,  stream_length - 1 )
          rand_len      = random.randint(1, 1000)

          # Now take the test case and repeat it
          test_case = test_case * rand_len

          # Apply it to the buffer, we are just
          # splicing in our fuzz data
[image: ]         fuzz_file = stream[0:rand_offset]
          fuzz_file += str(test_case)
          fuzz_file += stream[rand_offset:]

          # Write out the file
          fd = open("test.%s" % self.ext, "wb")
          fd.write( fuzz_file )
          fd.close()

          return

This is about as rudimentary a mutator as you can get. We randomly select a test case from our global test case list [image: ]; then we pick a random offset and fuzz data length to apply to the file [image: ]. Using the offset and length information, we then slice into the file and do the mutation [image: ]. When we're finished, we write out the file, and the debugger thread will immediately use it to test the application. Now let's wrap up the fuzzer with some command-line parameter parsing, and we're nearly ready to start using it.







file_fuzzer.py








...
def print_usage():

    print "[*]"
    print "[*] file_fuzzer.py -e <Executable Path> -x <File Extension>"
    print "[*]"

    sys.exit(0)

if __name__ == "__main__":

    print "[*] Generic File Fuzzer."

    # This is the path to the document parser
    # and the filename extension to use
    try:
        opts, argo = getopt.getopt(sys.argv[1:],"e:x:n")
    except getopt.GetoptError:
        print_usage()

    exe_path = None
    ext      = None
    notify   = False

    for o,a in opts:
        if o == "-e":
            exe_path = a
        elif o == "-x":
            ext = a
        elif o == "-n":
            notify = True

    if exe_path is not None and ext is not None:
        fuzzer = file_fuzzer( exe_path, ext, notify )
        fuzzer.fuzz()
    else:
        print_usage()

We now allow the file_fuzzer.py script to receive some command-line options. The -e flag is the path to the target application's executable. The -x option is the filename extension we are testing; for instance, .txt would be the file extension we could enter if that's the type of file we are fuzzing. The optional -n parameter tells the fuzzer whether we want notifications enabled or not. Now let's take it for a quick test drive.

The best way that I have found to test whether my file fuzzer is working is by watching the results of my mutation in action while testing the target application. There is no better way than to fuzz text files than to use Windows Notepad as the test application. This way you can actually see the text change in each iteration, as opposed to using a hex editor or binary diffing tool. Before you get started, create an examples directory and a crashes directory, in the same directory from where you are running the file_fuzzer.py script. Once you have added the directories, create a couple of dummy text files and place them in the examples directory. To fire up the fuzzer, use the following command line:


python file_fuzzer.py -e C:\\WINDOWS\\system32\\notepad.exe -x .txt

You should see Notepad get spawned, and you can watch your test files get mutated. Once you are satisfied that you are mutating the test files appropriately, you can take this file fuzzer and run it against any target application. Let's wrap up with some future considerations for this fuzzer.
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Future Considerations







Although we have created a fuzzer that may find some bugs if given enough time, there are some improvements you could apply on your own. Think of this as a possible homework assignment.





Code Coverage







Code coverage is a metric that measures how much code you execute when testing a target application. Fuzzing expert Charlie Miller has empirically proven that an increase in code coverage will yield an increase in the number of bugs you find.[38] We can't argue with that logic! A simple way for you to measure code coverage is to use any of the aforementioned debuggers and set soft breakpoints on all functions within the target executable. Simply keeping a counter of how many functions get hit with each test case will give you an idea of how effective your fuzzer is at exercising code. There are much more complex examples of using code coverage, which you are free to explore and apply to your file fuzzer.







Automated Static Analysis







Automated static analysis of a binary to find hot spots in the target code can be extremely useful for a bughunter. Something as simple as tracking down all calls to commonly misused functions (such as strcpy) and monitoring them for hits can yield positive results. More advanced static analysis could also assist in tracking down inline memory copy operations, error routines you wish to ignore, and many other possibilities. The more your fuzzer knows about the target application, the better your chance of finding bugs.

These are just some of the improvements you can make to the file fuzzer we created or apply to any fuzzer you build in the future. When you're building your own fuzzer, it's imperative that you build it so that it's extensible enough to add functionality later on. You will be surprised at how often you will pull the same fuzzer out over time, and you will thank yourself for a little front-end design work to make sure it can be easily altered in the future. Now that we have created a simple file fuzzer ourselves, it's time to move on to using Sulley, a Python-based fuzzing framework created by Pedram Amini and Aaron Portnoy of TippingPoint. After that we will dive into a fuzzer I wrote called ioctlizer, which is designed to find bugs in the I/O control routines that a lot of Windows drivers employ.








[38] Charlie gave an excellent presentation at CanSecWest 2008 that illustrates the importance of code coverage when bughunting. See http://cansecwest.com/csw08/csw08-miller.pdf. This paper was part of a larger body of work Charlie co-authored. See Ari Takanen, Jared DeMott, and Charlie Miller, Fuzzing for Software Security Testing and Quality Assurance (Artech House Publishers, 2008).
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Sulley Primitives







When first targeting an application, we must define all of the building blocks that will represent the protocol we are fuzzing. Sulley ships with a whole host of these data formats, which enable you to quickly create both simple and advanced protocol descriptions. These individual data components are called primitives. We will briefly cover the primitives required to thoroughly fuzz the WarFTPD server. Once you have a firm grasp on how to use the basic primitives effectively, you can move onto other primitives with ease.





Strings







Strings are by far the most common primitive that you will use. Strings are everywhere; usernames, IP addresses, directories, and many more things can be represented by strings. Sulley uses the s_string() directive to denote that the data contained within the primitive is a fuzzable string. The main argument that the s_string() directive takes is a valid string value that would be accepted as normal input for the protocol. For instance, if we were fuzzing an entire email address, we could use the following:


s_string("justin@immunityinc.com")

This tells Sulley that justin@immunityinc.com is a valid value, so it will fuzz that string until it exhausts all reasonable possibilities, and when it has exhausted them it will revert to using the original valid value you define. Some possible values that Sulley could generate using my email address look like this:


justin@immunityinc.comAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
justin@%n%n%n%n%n%n.com
%d%d%d@immunityinc.comAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA






De